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Content Filtering: What and Why?
Inspecting web traffic for several reasons
including:
!
!
!
!
!

Parental Access Control
Antivirus, Antimalware services
Enterprises to filter contents for
employees
Surveillance and censorship
Ad Blockers
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Man-In-The-Middle Model for Web Proxy
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Transport Layer Security (TLS)
➢ Creates an authenticated encrypted communication channel between two endpoints
➢ In a client-server connection, a client can verify the identity of the server by:
○ Validating the introduced digital certificate
➢ It is up to the client (via the browser) to accept or reject the certificate
➢ TLS assumes all functionality must reside at the endpoints
○ Middlebox network security solutions are not “legal” under this assumption
○ Middleboxes resort to hacking or going around the protocol
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Invalid and Forged Certificates
Certificate misuse occurs for many reasons
including:
!

!
!
!

Legitimate proxies of which the user is aware:
○ Certificates are self-signed
○ The proxy is added to the list of
certificate authorities by the user or IT
personnel
Server Misconfiguration
Expired Certificates
Forged Certificates by attackers

Why is intercepting TLS not a good idea? (Durumeric et al.)

Doesn’t distinguish an attacker from a legitimate proxy
Doesn’t inform the client and server that the connection is intercepted
Content can be modified
It is a veil all or reveal all strategy
Can degrade TLS security by using older versions or weaker cipher suites

Alternatives to TLS Interception
➢ HTTP 2.0 Explicit Trusted Proxy (Loreto et al.)
○

Requires middleboxes to explicitly notify the client of interception

➢ TLS Proxy Server Extension (McGrew et al.):
○

Requiring the proxy to indicate the interception, and to additionally relay proxy–server session information back to the
client

➢ Multi-context TLS (mcTLS) (Naylor et al.):
○
○

an extended version of TLS that requires endpoints to explicitly specify permitted middleboxes in order to securely
authenticate each hop and cryptographically control exactly what data middleboxes can access.
Proven insecure by formal analysis (Bhargavan et al.)

➢ BlindBox (Sherry et al.): Deep Packet Inspection over encrypted traffic
➢ Our Method: Using Proxy Certificate Profiles

Security Requirements
➔
➔
➔
➔
➔

Authorized Proxying: Proxy connections are only accepted from proxies with valid certificates
Limited Proxying: The client and server have control over what pages or parts of traffic can be
shared with the proxy.
Limited-Depth Proxying: The depth of the chain of delegation is controlled by the entity
delegating the proxy.
Proxy Detection: The client and server can distinguish proxy connections from direct
connections.
Path Validation: The relying party can trace the path of the delegation and verify that the
delegation is legitimate.

Our Framework

➔
➔
➔
➔

All entities are properly identified by X.509 Certificates
The Client issues a proxy certificate to the proxy
The proxy establishes a connection to both the client and the server with valid certificates
The client (via the browser) and server bears the responsibility of choosing what content to
share over a proxy

Image Credit: hideoxy.com

X.509 Proxy Certificate Profile (RFC 3820)
➔
➔

X.509 is a standard that defines the format of public key certificates
Proxy Certificate Profile is an extension to X.509 introduced in RFC 3820
◆

➔

In X.509 each entity is identified by:
◆
◆

➔

End Entity Certificate (EEC): Identifies who the entity is
Authorization Certificate(AC): Defines what the entity can do

A proxy certificate is a means of delegating restricted privileges to an entity:
◆
◆

➔
➔

Defines mechanisms for the format, issuance, and validation of proxy certificates

Issued by a holder of an End Entity Certificate or another Proxy Certificate
Delegating some of the privileges they legitimately own either by an authorization or a proxy certificate

A proxy certificate is validated by the relying party by tracing the path up to a root trusted issuer
The profile defines fields for defining what is delegated and the depth of delegation

Terminology (RFC 3280, RFC 5280, RFC 5755)
!
!
!
!

Certificate Authority (CA): Authority that is authorized to certify entities.
Attribute Certificate (AC): Contains the attributes associated with an end entity.
Certificate Revocation List (CRL): Certificates that were revoked before their expiry dates.
Attribute Authority (AA): An authority that can issue attribute certificates.

Proxy Certificate Profile
!
!

Proxy Certificate (PC): A Certificate with special fields issued by an end entity delegating
some of its privileges to another entity.
Proxy Issuer (PI): An entity with an End Entity Certificate or Proxy Certificate that issues a
Proxy Certificate.

Proxy Certificates Fields for Content Filtering
!
!
!
!

Delegation Depth
Allowed and disallowed domains the proxy can intercept
Cipher suites allowed to be used by the proxy
Trust Level (t): An integer that the client and server can mutually interpret
! Each content is assigned a sensitivity level, and shared via proxy only if s < t

Proposed Proxy Handshake

Application: Enterprise Security
!
!
!

Client (employee) issues a proxy certificate of
depth 1 to Acme company
Acme issues a proxy certificate of depth 0 to the
proxy
The employee can control what can be proxied by
the enterprise.

Conclusion and Future Work
Proposed a method for limited proxying for content filtering
Provides clients with revokable fine-grained access control
Future Work
Analyzing how this work is applicable in the newly ratified TLS 1.3 and prove the security properties with
formal methods.
Implement the framework in a software library and testing within browsers
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